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enced by the idea that they would pri-
marily execute programs that had been
compiled (especially ALGOL programs).

Case: B1

Source Wilkinson, A. L., et al. A pene-
tration analysis of a Burroughs large sys-
tem. ACM SIGOPS Oper. Syst. Rev. 15,
1 (Jan, 1981), 14-25.

System: Burroughs B6700

Description: The hardware of the Bur-
roughs B6700 controlled memory access
according to bounds registers that a pro-
gram could set for itself. A user who
could write programs to set those regis-
ters arbitrarily could effectively gain con-
trol of the machine, To prevent this, the
system implemented a scheme designed
to assure that only object programs gen-
erated by authorized compilers (which
would be sure to include code to set the
bounds registers properly) would ever be
executed. This scheme required that ev-
ery file in the system have an associated
type. The loader would check the type of
each file submitted to it in order to be
sure that it was of type “code-file,” and
this type was only assigned to files pro-
duced by authorized compilers. Thus it
would be possible for a user to create an
arbitrary file (e.g., one that contained
malicious object code that reset the
bounds registers and assumed control of
the machine), but unless its type code
were also assigned to be “code- file,” it
still could not be loaded and executed.
Although the normal file-handling rou-
tines prevented this, there were utility
routines that supported writing files to
tape and reading them back into the file
system. The flaw occurred in the routines
for manipulating tapes: it was possible to
modify the type label of a file on tape so
that it became “code-f ile.” Once this was
accomplished, the file could be retrieved
from the tape and executed as a valid
program.

Genesis: Intentional: Nonmalicious:
Other. System support for tape drives
generally requires functions that permit
users to write arbitrary bit patterns on

tapes. In this system, providing these
functions sabotaged security.

Time: During Development: Require-
ment/Specification/Design

Place: Support: Privileged Utilities

Univac 1108

This large-scale mainframe provided

timesharing computing resources to
many laboratories and universities in the
1970s. Its main storage was divided into
“banks” of some integral multiple of 512
words in length. Programs normally had
two banks: an instruction (I-) bank and a
data (D-) bank. An I-bank containing a
reentrant program would not be expected
to modify itselfi a D-bank would be
writable. However, hardware storage

protection was organized so that a pro-

gram would either have write permission
for both its I-bank and D-bank or nei-
ther.

Case: UN1

Source: Stryker, D. Subversion of a
“secure” operating system, NRL Memo.
Rep. 2821, June, 1974.

System: Univac 1108/Exec 8

Description: The Exec 8 operating sys-
tem provided a mechanism for users to
share reentrant versions of system utili-
ties, such as editors, compilers, and
database systems, that were outside the
operating system proper. Such routines
were organized as “Reentrant Processors”
or REPs. The user would supply data for
the REP in his or her own D-bank; all
current users of a REP would share a

common I-bank for it, Exec 8 also in-
cluded an error recovery scheme that
permitted any program to trap errors (i.e.,
to regain control when a specified error,
such as divide by zero or an out-of-bounds
memory reference, occurs). When the
designated error-handling program
gained control, it would have access to
the context in which the error occurred.
On gaining control, an operating system
call (or a defensively coded REP) would
immediately establish its own context for
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trapping errors. However, many REPs did
not do this. Soj it was possible for a
malicious user to establish an error-
handling context, prepare an out-of-
bounds D-bank for the victim REP, and
invoke the REP, which immediately
caused an error. The malicious code re-
gained control at this point with both
read and write access to both the REPs
I-and D-banks. It could then alter the
REP’s code (e.g., by adding Trojan horse
code to copy a subsequent user’s files into
a place accessible to the malicious user).
This Trojan horse remained effective as
long as the modified copy of the REP

(which is shared by all users) remained
in main storage. Since the REP was sup-
posed to be reentrant, the modified ver-
sion would never be written back out to a
file, and when the storage occupied by
the modified REP was reclaimed, all evi-
dence of it would vanish. The flaws in
this case are in the failure of the REP to
establish its error handling and in the

hardware restriction that I- and D-banks
have the same write protection. These
flaws were exploitable because the same
copy of the REP was shared by all users.
A fix was available that relaxed the
hardware restriction.

Genesis: Inadvertent: Domain: It was
possible for the user’s error handler to
gain access to the REPs domain.

Time: During Development: Require-

ments/Specification/Design

Place: Operating System: Process Man-
agement. (Alternatively, this could be
viewed as a hardware design flaw.)

DEC PDP-10

The DEC PDP-10 was a medium-scale
computer that became the standard sup-
plier of interactive computing facilities
for many research laboratories in the
1970’s. DEC offered the TOPS-10 operat-
ing system for it; the TENEX operating
system was developed by Bolt, Beranek,
and Newman, Inc. (BBN), to operate in
conjunction with a paging box and minor
modifications to the PDP-10 processor
also developed by BBN.

Case: DT1

Source: Tanenbaum, A. S. Operating
Systems Design and Implementation.
Prentice-Hall, 1987, and Abbott, R. P., et
al. Security analysis and enhancements
of computer operating systems. Final Rep.
the RISOS Project, NBSIR-76-1041, Na-
tional Bureau of Standards, April 1976,

(NTIS PB-257 087), 49-50.

System: TENEX

Description: In TENEX systems, pass-
words were used to control access to files.
By exploiting details of the storage allo-

cation mechanisms and the password-
checking algorithm, it was possible to
guess the password for a given file. The
operating system checked passwords
character by character, stopping as soon
as an incorrect character was encoun-
tered. Further, it retrieved the char-
acters to be checked sequentially from
storage locations chosen by the user. To
guess a password, the user placed a trial
password in memory so that the first
unknown character of the password occu-
pied the final byte of a page of virtual
storage resident in main memory, and
the following page of virtual storage was
not currently in main memory. In re-
sponse to an attempt to gain access to
the file in question, the operating system
would check the password supplied. If
the character before the page boundary
was incorrect, password checking was
terminated before the following page was
referenced, and no page fault occurred.
But if the character just before the page
boundary was correct, the system would
attempt to retrieve the next character
and a page fault would occur. By check-
ing a system-provided count of the num-
ber of page faults this process had
incurred just before and again just after
the ~assword check. the user could de-
duce’ whether or not a page fault had
occurred during the check, and, hence,
whether or not the guess for the next
character of the password was correct. In
effect, this technique reduces the search
space for an N-character password over
an alphabet of size m from N“ to Nm.
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The flaw was that the password was
checked character by character from the
user’s storage. Its exploitation required
that the user also be able to position a
string in a known location with respect
to a physical page boundary and that a
program be able to determine (or dis-
cover) which pages are currently in
memory.

Genesis: Intentional: Nonmalicious:
Covert Storage Channel (could also be
classed as Inadvertent: Domain: Exposed
Representation)

Time: During Development: Source Code

Place: Operating System: Identifica-
tion\Authentication

Unix

The Unix operating system was origi-
nally developed at Bell Laboratories as a
“single-user Multics” to run on DEC
minicomputers (PDP-8 and successors).
Because of its original goals—to provide
useful, small-scale, interactive comput-
ing to a single user in a cooperative labo-
ratory environment—security was not a
strong concern in its initial design. Unix
includes a hierarchical file system with
access controls, including a designated
owner for each file, but for a user with
userID “root” (also known as the “super-
user”), access controls are turned off.
Unix also supports a feature known as
“setUID” or “SUID.” If the file from which

a Program IS loaded for execution is
marked “setUID,” then it will execute
with the privileges of the owner of that
file, rather than the privileges of the user
who invoked the program. Thus a pro-
gram stored in a file that is owned by
“root” and marked “setUID” is highly
privileged (such programs are often re-
ferred to as being “setUID to root”). Sev-
eral of the flaws reported here occurred
because programs that were “setUID to
root” failed to include sufficient internal
controls to prevent themselves from be-
ing exploited by a penetrator. This is not
to say that the setUID feature is only of
concern when “root” owns the file in
question: any user can cause the setUID

bit to be set on files he or she creates. A
user who permits others to execute the
programs in such a file without exercis-
ing due caution may have an unpleasant
surprise.

Case: U1

Source: Thompson, K. Reflections on
trusting trust. Commun. ACM 27,8 (Aug.
1984), 761-763.

System: Unix

Description: Ken Thompson’s ACM
Turing Award Lecture describes a proce-
dure that uses a virus to install a trap-
door in the Unix login program. The virus
is placed in the C compiler and performs
two tasks. If it detects that it is compil-
ing a new version of the C compiler, the
virus incorporates itself into the object
version of the new C compiler. This en-
sures that the virus propagates to new
versions of the C compiler. If the virus
determines it is compiling the Iogin pro-
gram, it adds a trapdoor to the object
version of the login program. The object
version of the login program then con-
tains a trapdoor that allows a specified
password to work for a specific account.
Whether this virus was ever actually in-
stalled as described has not been re-
vealed. We classify this according to the
virus in the compiler; the trapdoor could
be counted separately.

Genesis: Intentional: Replicating Tro-
jan horse (virus)

Time: During Development: Object Code

Place: Support: Unprivileged Utilities
(compiler)

Case: U2

Source: Tanenbaum, A. S. Operating
Systems Design and Implementation.
Prentice-Hall, 1987.

System: Unix

Description: The “lpr” program is a
Unix utility that enters a file to be printed
into the appropriate print queue. The -r
option to lpr causes the file to be re-
moved once it has been entered into the
print queue. In early versions of Unix,
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the -r option did not adequately check
that the user invoking lpr -r had the
required permissions to remove the spec-
ified file, so it was possible for a user to
remove, for instance, the password file
and prevent anyone from logging into the
system.

Genesis: Inadvertent: Identification and
Authentication. Apparently, lpr was a
SetUID (SUID) program owned by root

(i.e., it executed without access controls)
and so was permitted to delete any file
on the system. A missing or improper
access check probably led to this flaw.

Time: During Development: Source Code

Place: Operating System: File Manage-
ment

Case: U3

Source: Tanenbaum, A. S. Operating
Systems Design and Implementation.
Prentice-Hall, 1987.

System: Unix

Description: In some versions of Unix,
“mkdir” was an SUID program owned by
root. The creation of a directory required
two steps. First, the storage for the direc-
tory was allocated with the “mknod” sys-
tem call. The directory created would be
owned by root. The second step of “mkdir”
was to change the owner of the newly
created directory from “root” to the ID of
the user who invoked “mkdir.” Because
these two steps were not atomic, it was
possible for a user to gain ownership of
any file in the system, including the
password file. This could be done as fol-
lows: the “mkdir” command would be ini-
tiated, perhaps as a background process,
and would complete the first step, creat-
ing the directory, before being sus-
pended. Through another process, the
user would then remove the newly cre-
ated directory before the suspended pro-
cess could issue the “chown” command
and would create a link to the system
password file with the same name as the
directory just deleted. At this time the
original “mkdir” process would resume
execution and complete the “mkdir” invo-
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cation by issuing the “chown” command.
However, this command would now have
the effect of changing the owner of the
password file to be the user who had
invoked “mkdir.” As the owner of the
password file, that user could now re-
move the password for root and gain su-
peruser status.

Genesis: Intentional: Nonmalicious:
Other. (Might also be classified as Inad-
vertent: Serialization.) The developer
probably realized the need for (and lack
of) atomicity in mkdir, but could not find
a way to provide this in the version of
Unix with which he or she was working.
Later versions of Unix (Berkeley Unix)
introduced a system call to achieve this.

Time: During Development: Source Code

Place: Operating System: File Manage-
ment. The flaw is really the lack of a
needed facility at the system call inter-
face.

Case: U4

Source: Discolo, A. V. 4.2 BSD Unix se-
curity. Computer Science Dept., Univ. of
California, Santa Barbara, April 26, 1985.

System: Unix

Description: Using the Unix command
“sendmail,” it was possible to display any
file in the system. Sendmail has a -C
option that allows the user to specify the
configuration file to be used. If lines in
the file did not match the required syn-
tax for a configuration file, sendmail dis-
played the offending lines. Apparently,
sendmail did not check to see if the user
had permission to read the file in ques-
tion, so to view a file for which he or she
did not have permission (unless it had
the proper syntax for a configuration file),
a user could simply give the command
“sendmail -Cfile _ name.”

Genesis: Inadvertent: Identification and
Authentication. The probable cause of
this flaw is a missing access check, in
combination with the fact that the send-
mail program was an SUID program
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owned by root, and so was allowed to
bypass all access checks.

Time: During Development: Source Code

Place: Support: Privileged Utilities

Case: U5

Source: Bishop, M. Security problems
with the UNIX operating system. Com-
puter Science Dept., Purdue Univ., West
Lafayette, Ind., March 31, 1982.

sy~>tem: Unix

Description: Improper use of an SUID
program and improper setting of permis-
sions on the mail directory led to this
flaw, which permitted a user to gain full
system privileges. In some versions of
Unix, the mail program changed the
owner of a mail file to be the recipient of
the mail. The flaw was that the mail
program did not remove any preexisting
SUID permissions that file had when it
changed the owner. Many systems were
set up so that the mail directory was
writable by all users. Consequently, it
was possible for user X to remove any
other user’s mail file. The user X wish-
ing superuser privileges would remove
the mail file belonging to root and re-
place it with a file containing a copy of
/bib/csh (the command interpreter or
shell). This file would be owned by X,
who would then change permissions on
the file to make it SUID and executable
by all users. X would then send a mail
message to root. When the mail message
was received, the mail program would
place it at the end of root’s current mail
file (now containing a copy of /bin/csh
and owned by X) and then change the
owner of root’s mail file to be root (via
Unix command “chown”). The change
owner command did not, however, alter
the permissions of the file, so there now
existed an SUID program owned by root
that could be executed by any user. User
X would then invoke the SUID program
in root’s mail file and have all the privi-
leges of superuser.

Genesis: Inadvertent: Identification and
Authentication. This flaw is placed here

because the programmer failed to check
the permissions on the file in relation to
the requester’s identity. Other flaws con-
tribute to this one: having the mail direc-
tory writeable by all users is in itself a
questionable approach. Blame could also
be placed on the developer of the “chown”
function. It would seem that it is never a
good idea to allow an SUID program to
have its owner changed, and when
“chown” is applied to an SUID program,
many Unix systems now automatically
remove all the SUID permissions from
the file.

Time: During Development: Source Code

Place: Operating System: System Ini-
tialization

Case: U6

Source: Bishop, M. Security problems
with the UNIX operating system. Com-
puter Science Dept., Purdue Univ., West
Lafayette, Ind., March 31, 1982.

System: Unix (Version 6)

Description: The “SU” command in Unix
permits a logged-in user to change his or
her userID, provided the user can au-
thenticate himself by entering the pass-
word for the new userID. In Version 6
Unix, however, if the “SU” program could
not open the password file it would cre-
ate a shell with real and effective UID
and GID set to those of root, providing
the caller with full system privileges.
Since Unix also limits the number of files
an individual user can have open at one
time, “SU” could be prevented from open-
ing the password file by running a pro-
gram that opened files until the user’s
limit was reached. By invoking “SU” at
this point, the user gained root privi-
leges.

Genesis: Intentional: Nonmalicious:
Other. The designers of “SU” may have
considered that if the system were in a
state where the password file could not
be opened, the best option would be to
initiate a highly privileged shell to allow
the problem to be fixed. A check of de-
fault actions might have uncovered this
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flaw. When a system fails, it should de-
fault to a secure state.

Time: During Development: Design

Place: Operating System: Identifica-
tion/Authentication

Case: U7

Source: Bishop, M. Security problems
with the Unix operating system. Com-
puter Science Dept., Purdue Univ., West
Lafayette, Ind., March 31, 1982.

System: Unix

Description: Uux is a Unix support
software program that permits the re-
mote execution of a limited set of Unix
programs. The command line to be exe-
cuted is received by the uux program at
the remote system, parsed, checked to
see if the commands in the line are in the
set uux is permitted to execute, and if so,
a new process is spawned (with userID
uuicp) to execute the commands. Flaws in
the parsing of the command line, how-
ever, permitted unchecked commands to
be executed. Uux effectively read the first
word of a command line, checked it, and
skippe~ characters in the input line until
a ““” “ “, or a “1” was encountered, signi-
fyi;~ the end of this command. The first
word following the delimiter would then
be read and checked, and the process
would continue in this way until the end
of the command line was reached. Unfor-
tunately, the set of delimiters was incom-
plete (“&” and ‘“” were omitted), so a
command following one of the ignored
delimiters would never be checked for
legality. This flaw permitted a user to
invoke arbitrary commands on a remote
system (as user uucp). For example, the
command

uux’’remote_ computer !rmail

rest_ of_ command

& command2°

would execute two commands on the re-
mote system, but only the first (rmail)
would be checked for legality.

Genesis: Inadvertent: Validation. This
flaw seems simply to be an error in the
implementation of “UUX,” though it might
be argued that the lack of a standard
command line parser in Unix or the lack
of a standard, shared set of command
termination delimiters (to which “UUX”
could have referred) contributed to the
flaw.

Time: During Development: Require-
merit/Specification\ Design (?) Deter-
mining whether this was a specification
flaw or a flaw in programming is difficult
without examination of the specification
(if a specification ever existed) or an in-
terview with the programmer.

Place: Support: Privileged Utilities

Case: U8

Source: Bishop, M. Security problems
with the UNIX operating system. Com-
puter Science Dept., Purdue Univ., West
Lafayette, Ind., March 31, 1982.

System: Unix

Description: On many Unix systems it
is possible to forge mail. Issuing the fol-
lowing command

mail userl < message—file > device—of—user2

creates a message addressed to userl
with contents taken from message _ file
but with a FROM field containing
the login name of the owner of
device _of_user2, so userl will receive a
message that is apparently from user2.
This flaw is in the code implementing the
“mail” program. It uses the Unix “get-
login” system call to determine the sender
of the mail message, but in this situa-
tion, “getlogin” returns the Iogin name
associated with the current standard out-
put device (redefined by this command to
be device_ of user2) rather than the lo-
gin name–of~he user who invoked the
“mail.” While this flaw does not permit a
user to violate access controls or gain
system privileges, it is a significant secu-
rity problem if one wishes to rely on the

ACM Computmg Surveys, Vol. 26, No. 3, September 1994



246 ● Carl E. Landwehr et al.

authenticity of Unix mail messages.
(Even with this flaw repaired, however,
it would be foolhardily to place great trust
in the “from” field of an email message,
since the Simple Mail Transfer Protocol

(SMTP) used to transmit email on the
Internet was never intended to be secure
against spoofing.)

Genesis: Inadvertent: Other Exploitable
Logic Error. Apparently, this flaw re-
sulted from an incomplete understanding
of the interface provided by the “getlogin”
function. While “getlogin” functions cor-
rectly, the values it provides do not rep-
resent the information desired by the
caller.

Time: During Development: Source Code

Place: Support: Privileged Utilities

Case: U9

Source: Unix Programmer’s Manual,
7th ed., vol. 2B. Bell Telephone Laborato-
ries, 1979.

System: Unix

Description: There are resource ex-
haustion flaws in many parts of Unix
that make it possible for one user to deny
service to all others. For example, creat-
ing a file in Unix requires the creation of
an “i-node” in the system i-node table. It
is straightforward to compose a script
that puts the system into a loop creating
new files, eventually filling the i-node
table, and thereby making it impossible
for any other user to create files.

Genesis: Inadvertent: Boundary Condi-
tion Violation: Resource Exhaustion (or
Intentional: Nonmalicious: Other). This
flaw can be attributed to the design phi-
losophy used to develop the Unix system,
namely, that its users are benign— they
will respect each other and not abuse the
system. The lack of resource quotas was
a deliberate choice, and so Unix is rela-
tively free of constraints on how users
consume resources: a user may create as
many directories, files, or other objects as
needed. This design decision is the cor-
rect one for many environments but

leaves the system open to abuse where
the original assumption does not hold. It
is possible to place some restrictions on a
user, e.g., by limiting the amount of stor-
age he or she may use, but this is rarely
done in practice.

Time: During Development: Require-
ment/Specification/Design

Place: Operating System: File Manage-
ment

Case: U1O

Source: Spafford, E. H. Crisis and after-
math. Commun. ACM 32, 6 (June 1989),
678-687.

System: Unix

Description: In many Unix systems the
sendmail program was distributed with
the debug option enabled, allowing unau-
thorized users to gain access to the sys-
tem. A user who opened a connection to
the system’s sendmail port and invoked
the debug option could send messages
addressed to a set of commands instead
of a user’s mailbox. A judiciously con-
structed message addressed in this way
could cause commands to be executed on
the remote system on behalf of an unau-
thenticated user; ultimately, a Unix shell
could be created, circumventing normal
login procedures.

Genesis: Intentional: Nonmalicious:
Other(?--Malicious, Trapdoor if inten-
tionally left in distribution). This feature
was deliberately inserted in the code,
presumably as a debugging aid. When it
appeared in distributions of the system
intended for operational use, it provided
a trapdoor. There is some evidence that
it reappeared in operational versions af-
ter having been noticed and removed at
least once.

Time: During Development: Require-
ment/Specification/Design

Place: Support: Privileged Utilities

Case: Ull

Source: Gwyn, D. Unix-Wizards Digest.
6, 15 (Nov. 10, 1988).
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System: Unix

Description: The Unix chfn function
permits a user to change the full name
associated with his or her userID. This
information is kept in the password file,
so a change in a user’s full name entails
writing that file. Apparently, chfn failed
to check the length of the input buffer it
received, and merely attempted to rewrite
it to the appropriate place in the pass-
word file. If the buffer was too long, the
write to the password file would fail in
such a way that a blank line would be
inserted in the password file. This line
would subsequently be replaced by a line
containing only “: :0:():: :“ which corre-

sponds to a null-named account with no
password and root privileges. A penetra-
tor could then log in with a null userID
and password and gain root privileges.

Genesis: Inadvertent: Validation

Time: During Development: Source Code

Place: Operating System: Identifica-
tion/Authentication. From one view, this
was a flaw in the chfn routine that ulti-
mately permitted an unauthorized user
to log in. However, the flaw might also be
considered to be in the routine that al-
tered the blank line in the password file
to one that appeared valid to the login
routine. At the highest level, perhaps the
flaw is in the lack of a specification that
prohibits blank userIDs and null pass-
words, or in the lack of a proper abstract
interface for modifying /etc/passwd.

Case: U12

Source: Rochlis, J, A. and Eichin, M. W.
With microscope and tweezers: The worm
from MITs perspective. Comrnun. ACM
32, 6 (June 1980), 689-699.

System: Unix (4.3BSD on VAX)

Description: The “fingerd” daemon in

Unix accepts requests for user informa-
tion from remote systems. A flaw in this
program permitted users to execute code
on remote machines, bypassing normal
access checking. When fingerd read an
input line, it failed to check whether the
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record returned had overrun the end of
the input buffer. Since the input buffer
was predictably allocated just prior to
the stack frame that held the return ad-
dress for the calling routine, an input
line for fingerd could be constructed so
that it overwrote the system stack, per-
mitting the attacker to create a new Unix
shell and have it execute commands on
his or her behalf. This case represents a

(mis)use of the Unix “gets” function.

Genesis: Inadvertent: Validation

Time: During Development (Source
Code)

Place: Support: Privileged Utilities

Case: U13

Source: Robertson, S. Sec. Distrib. List
1, 14 (June 22, 1989).

System: Unix

Description: Rwall is a Unix network
utility that allows a user to send a mes-
sage to all users on a remote system.
/etc/utmp is a file that contains a list of
all currently logged-in users. Rwall uses
the information in /etc/utmp on the re-
mote system to determine the users to
which the message will be sent, and the
proper functioning of some Unix systems
requires that all users be permitted to
write the file /etc/utmp. In this case, a
malicious user can edit the /etc\utmp
file on the target system to contain the
entry:

../etc/passwd.

The user then creates a password file
that is to replace the current password
file (e.g., so that his or her account will
have system privileges). The last step is
to issue the command:

rwall hostname < newpasswordfile.

The rwall daemon (having root privi-
leges) next reads /etc/utmp to deter-
mine which users should receive the
message. Since /etc/utmp contains an
entry ../etc/passwd, rwalld writes the
message (the new password file) to that
file as well, overwriting the previous ver-
sion.
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Genesis: Inadvertent: Validation

Time: During Development: Require-
ment/Specification/Design. The flaw oc-
curs because users are allowed to alter a
file on which a privileged program relied.

Place: Operating System: System Ini-
tialization. This flaw is considered to be
in system initialization because proper
setting of permissions on \etc/utmp at
system initialization can eliminate the
problem.

Case: U14

Source: Purtilo, J. Risks-Forum Dig, 7,
2 (June 2, 1988).

System: Unix (SunOS)

Description: The program rpc.rexd is a
daemon that accepts requests from re-
mote workstations to execute programs.
The flaw occurs in the authentication
section of this program, which appears to
base its decision on userID (UID) alone.
When a request is received, the daemon
determines if the request originated from
a superuser UID. If so, the request is
rejected. Otherwise, the UID is checked
to see whether it is valid on this worksta-
tion. If it is, the request is processed with
the permissions of that UID. However, if
a user has root access to any machine in
the network, it is possible for him to
create requests that have any arbitrary
UID. For example, if a user on computer
1 has a UID of 20, the impersonator on
computer 2 becomes root and generates a
request with a UID of 20 and sends it to
computer 1. When computer 1 receives
the request it determines that it is a
valid UID and executes the request. The
designers seem to have assumed that if a
(locally) valid UID accompanies a re-
quest, the request came from an autho-
rized user. A stronger authentication
scheme would require the user to supply
some additional information, such as a
password. Alternatively, the scheme
could exploit the Unix concept of “trusted
host.” If the host issuing a request is in a
list of trusted hosts (maintained by the
receiver) then the request would be hon-
ored; otherwise it would be rejected.

Genesis: Inadvertent: Identification and
Authentication

Time: During Development: Require-
merit/Specification\ Design

Place: Support: Privileged Utilities

DEC VAX Computers

DEC’S VAX series of computers can be
operated with the VMS operating system
or with a UNIX-like system called UL-
TRIX; both are DEC products. In VMS
there is a system authorization file that
records the privileges associated with a
userID. A user who can alter this file
arbitrarily effectively controls the sys-
tem. DEC also developed the VAX Secu-
rity Kernel, a high-security operating
system for the VAX based on the virtual
machine monitor approach. Although the
results of this effort were never mar-
keted, two hardware-based covert timing
channels discovered in the course of its
development have been documented
clearly in the literature and are included
below.

Case: D1

Source: VMS code patch eliminates se-
curity breach. Dig. Rev. (June 1, 1987),
3.

System: DEC VMS

Description: This flaw is of particular
interest because the system in which it
occurred was a new release of a system
that had previously been closely scruti-
nized for security flaws. The new release
added system calls that were intended to
permit authorized users to modify the
system authorization file. To determine
whether the caller has permission to
modify the system authorization file, that
file must itself be consulted. Conse-
quently, when one of these system calls
was invoked, it would open the system
authorization file and determine whether
the user was authorized to perform the
requested operation. If the user was not
authorized to perform the requested op-
eration, the call would return with an
error message. The flaw was that when
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certain second parameters were provided
with the system call, the error message
was returned, but the system authoriza-
tion file was inadvertently left open. It
was then possible for a knowledgeable

(but unauthorized) user to alter the sys-
tem authorization file and eventually
gain control of the entire machine.

Genesis: Inadvertent: Domain: Residu-
als. In the case described, the access to
the authorization file represents a resid-
ual.

Time: During Maintenance: Source Code

Place: Operating System: Identifica-
tion/Authentication

Case: D2

Source: Hu, W.-M. Reducing timing
channels with fuzzy time. In Proc. of the
1991 IEEE Computer Society Symposium
on Research in Security and Privacy.
1991, pp. 8-20.

System: VAX Security Kernel

Description: When several CPUS share
a common bus, bus demands from one
CPU can block those of others. If each
CPU also has access to a clock of any
kind, it can also detect whether its re-
quests have been delayed or immediately
satisfied. In the case of the VAX Security
Kernel, this interference permitted a pro-
cess executing on a virtual machine at
one security level to send information to
a process executing on a different virtual
machine, potentially executing at a lower
security level. The cited source describes
a technique developed and applied to
limit this kind of channel.

Genesis: Intentional: Nonmalicious:
Covert timing channel

Time: During Development: Require-
ment/Specification/Design. This flaw

arises because of a hardware design deci-
sion.

Place: Hardware

Intel 80386 / 80387 Processor/
CoProcessor Set

Case: IN1

Source: EE’s tools & toys. IEEE Spec-
trum 25, 8 (Aug. 1988), 42.

System: All systems using Intel 80386
processor and 80387 coprocessor.

Description: It was reported that sys-
tems using the 80386 processor and
80387 coprocessor may halt if the 80387
coprocessor sends a certain signal to the
80386 processor when the 80386 proces-
sor is in paging mode, This seems to be a
hardware or firmware flaw that can cause
denial of service. The cited reference does
not provide details as to how the flaw
could be evoked from software. It is in-
cluded here simply as an example of a
hardware flaw in a widely marketed
commercial system.

Genesis: Inadvertent: Other Exploitable
Logic Error(?)

Time: During Development: Require-
ment/Specification/Design(?)

Place: Hardware

Personal Computers: IBM PC’s and
Compatibles, Apple Macintosh, Amiga,
and Atari

This class of computers poses an inter-
esting classification problem: can a com-
puter be said to have a security flaw if it
has no security policy? Most personal
computers, as delivered, do not restrict

(or even identify) the individuals who use
them. Therefore, there is no way to dis-
tinguish an authorized user from an
unauthorized one or to discriminate an
authorized access request by a program
from an unauthorized one. In some re-
spects, a personal computer that is al-
ways used by the same individual is like
a single user’s domain within a conven-

tional time-shared interactive system:
within that domain, the user may invoke
programs as he or she wishes. Each pro-
gram a user invokes can employ the full
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privileges of that user to read, modify, or
delete data within that domain. Never-
theless, it seems to us that even if per-
sonal computers do not have explicit se-
curity policies, they do have implicit ones.
Users normally expect certain properties
of their machines—for example, that
running a new piece of commercially pro-
duced software should not cause all of
one’s files to be deleted.

For this reason, we include a few ex-
amples of viruses and Trojan horses that
exploit the weaknesses of IBM PC’s, their
non-IBM equivalents, Apple Macin-
toshes, Atari computers, and Commodore
Amiga. The fundamental flaw in all of
these systems is the fact that the operat-
ing system, application packages, and

user-provided software programs inhabit
the same protection domain and there-
fore have the same privileges and infor-
mation available to them. Thus, if a
user-written program goes astray, either
accidentally or maliciously, it may not be
possible for the operating system to pro-
tect itself or other programs and data in
the system from the consequences. Effec-
tive attempts to remedy this situation
require hardware modifications gener-
ally, and some such modifications have
been marketed. Additionally, software
packages capable of detecting the pres-
ence of certain kinds of malicious soft-
ware are marketed as “virus detection
prevention” mechanisms. Such software
can never provide complete protection in
such an environment, but it can be effec-
tive against some specific threats.

The fact that PC’s normally provide
only a single protection domain (so that
all instructions are available to all pro-
grams) is probably attributable to the
lack of hardware support for multiple
domains in early PC’s, to the culture that
led to the production of PC’s, and to the
environments in which they were in-
tended to be used. Today, the processors
of many, if not most, PC’s could support
multiple domains, but frequently the
software (perhaps for reasons of compati-
bility with older versions) does not ex-
ploit the hardware mechanisms that are
available.

When powered up, a typical PC (e.g.,
running MS-DOS) loads (“boots”) its op-
erating system from predefine sectors
on a disk (either floppy or hard). In many
of the cases listed next, the malicious
code strives to alter these boot sectors so
that it is automatically activated each
time the system is rebooted; this gives it
the opportunity to survey the status of
the system and decide whether or not to
execute a particular malicious act. A typ-
ical malicious act that such code could
execute would be to destroy a file alloca-
tion table, which will delete the file-
names and pointers to the data they con-
tained (though the data in the files may
actually remain intact). Alternatively, the
code might initiate an operation to refor-
mat a disk; in this case, not only the file
structures, but also the data, are likely to
be lost.

MS-DOS files have two-part names: a
filename (usually limited to eight charac-
ters) and an extension (limited to three
characters) which is normally used to in-
dicate the type of the file. For example,
files containing executable code typically
have names like MYPROG.EXE. The
basic MS-DOS command interpreter
is normally kept in a file named COM-
MAND.COM. A Trojan horse may try to
install itself in this file or in files that
contain executable for common MS-DOS
commands, since it may then be invoked
by an unwary user. (See case MU1 for a
related attack on Multics.)

Readers should understand that it is
very difficult to be certain of the com-
plete behavior of malicious code. In most
of the cases listed below, the author of
the malicious code has not been identi-
fied, and the nature of that code has been
determined by others who have (for ex-
ample) read the object code or attempted
to “disassemble” it. Thus the accuracy
and completeness of these descriptions
cannot be guaranteed.

IBM PC’s and Compatibles

Case: PC1

Source: Richardson, D. Risks Forum
Dig. 4, 48 (Feb. 18, 1987).
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System: IBM PC or compatible

Description: A modified version of a
word processing program, (PC-WRITE,
version 2.71) was found to contain a Tro-
jan horse after having been circulated to
a number of users. The modified version
contained a Trojan horse that both de-
stroyed the file allocation table of a user’s
hard disk and initiated a low-level for-
mat, destroying the data on the hard
disk.

Genesis: Malicious: Nonreplicating Tro-
jan horse

Time: During Operation

Place: Support: Privileged Utilities

Case: PC2

Source: Joyce, E. J. Software viruses:
PC-health enemy number one. Datama-
tion (Oct. 15, 1988), 27–30.

System: IBM PC or compatible

Description: This virus places itself
in the stack space of the file
COMMAND.COM. If an infected disk is
booted, and then a command such as
TYPE, COPY, DIR, etc., is issued, the
virus will gain control. It checks to
see if the other disk contains a COM-
MAND.COM file, and if so, it copies itself
to it, and a counter on the infected disk is

fact, it destroyed data on the user’s disks
and then printed the message “Arfl Arf!
Got You!”

Genesis: Malicious: Nonreplicating Tro-
jan horse

Time: During Operation

Place: Support: Privileged Utilities (?)

Case: PC4

Source: Y. Radai, Info-IBM PC Dig. 7,8
(Feb. 8, 1988). Also ACM SIGSOFT
Softw. Eng. Notes 13, 2 (Apr. 1988),
13-14

System: IBM-PC or compatible

Description: The so-called “Israeli”
virus, infects both COM and EXE files.
When an infected file is executed for the
first time, the virus inserts its code into
memory so that when interrupt 2 lh oc-
curs the virus will be activated. Upon
activation, the virus checks the currently
running COM or EXE file. If the file has
not been infected, the virus copies itself
into the currently running program. Once
the virus is in memory it does one of two
things: it may slow down execution of the
programs on the system or, if the date it
obtains from the system is Friday the
13th, it is supposed to delete any COM or
EXE file that is executed on that date.

incremented. When the counter equals 4 Genesis: Malicious: Replicating Trojan
every disk in the PC is erased. The boot horse (virus)
tracks and the File Access Tables are
nulled. Time: During Operation

Place: Operating System: System Ini-Genesis: Malicious: Replicating Trojan tialization
horse (virus)

Time: During Operation

Place: Operating System: System Ini-
tialization

Case: PC3

Source: Malpass, D. Risks Forum Dig.
1, 2 (Aug. 28, 1985).

System: IBM-PC or compatible

Description: This Trojan horse pro-
gram was described as a program to en-
hance the graphics of IBM programs. In

Apple Macintosh

An Apple Macintosh application presents
quite a different user interface from that
of a typical MS-DOS application on a PC,
but the Macintosh and its operating sys-
tem share the primary vulnerabilities of
a PC running MS-DOS. Every Macintosh
file has two “forks”: a data fork and a
resource fork, although this fact is invisi-
ble to most users. Each resource fork has
a type (in effect a name) and an identifi-
cation number. An application that
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occupies a given file can store auxiliary
information, such as the icon associated
with the file, menus it uses, error mes-
sages it generates, etc., in resources of
appropriate types within the resource
fork of the application file. The object
code for the application itself will reside
in resources within the file’s resource
fork. The Macintosh operating system
provides utility routines that permit pro-
grams to create, remove, or modify re-
sources, Thus any program that runs on
the Macintosh is capable of creating new
resources and applications or altering ex-
isting ones, just as a program running
under MS-DOS can create, remove, or
alter existing files. When a Macintosh is
powered up or rebooted, its initializa-
tion may differ from MS-DOS initializa-
tion in detail, but not in kind, and the
Macintosh is vulnerable to malicious
modification of the routines called during
initialization.

Case: MA1

Source: Tizes, B. R. Beware the Trojan
bearing gifts. MacGuide Msg. 1, (1988),
110-114.

System: Macintosh

Description: NEWAPP.STK, a Macin-
tosh program posted on a commercial
bulletin board, was found to include a
virus. The program modifies the System
program located on the disk to include an
INIT called “DR.” If another system is
booted with the infected disk, the new
system will also be infected. The virus is
activated when the date of the system
is March 2, 1988. On that date the
virus will print out the following mes-
sage: “RICHARD BRANDOW, publisher
of MacMag, and its entire staff would
like to take this opportunity to convey
their UNIVERSAL MESSAGE OF
PEACE to all Macintosh users around
the world.”

Genesis: Malicious: Replicating Trojan
horse (virus)

Time: During Operation

Place: Operating System: System Ini-
tialization

Case: MA2

Source: Stefanac, S. Mad Mats. Mac-
world 5, 11 (Nov. 1988), 93–101.

System: Macintosh

Description: The Macintosh virus, com-
monly called “scores,” seems to attack
application programs with WLT or ERIC
resources. Once infected, the scores virus
stays dormant for a number of days and
then begins to affect programs with
WLT or ERIC resources, causing at-
tempts to write to the disk to fail. Signs
of infection by this virus include an extra
CODE resource of size 7026, the exis-
tence of two invisible files titled Desktop
and Scores in the system folder, and
added resources in the Note Pad file and
Scrapbook file.

Genesis: Malicious: Replicating Trojan
horse (virus)

Time: During Operation

Place: Operating System: System Ini-
tialization (?)

Commodore Amiga

Case: CA1

Source: Koester, B. Risks Forum Dig. 5,
71 (Dec. ‘7, 1987); also ACM SIGSOFT
Softw. Eng. Notes 13, 1 (Jan. 1988),
11-12.

System: Amiga personal computer

Description: This Amiga virus uses the
boot block to propagate itself. When the
Amiga is booted from an infected disk,
the virus is copied into memory. The virus
initiates the warm-start routine. Instead
of performing the normal warm start, the
virus code is activated. When a warm
start occurs, the virus code checks to de-
termine if the disk in drive O is infected.
If not, the virus copies itself into the boot
block of that disk. If a certain number of
disks have been infected, a message is
printed revealing the infection; otherwise
~he normal warm start occurs.’

Genesis: Malicious: Replicating
horse (virus)

Trojan
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Time: During Operation

Place: Operating System:
tialization

Atari

Case: AT1

System Ini-

Source: Jainschigg, J. Unlocking the se-
crets of computer viruses. Atari Expl. 8,
5 (Oct. 1988), 28-35.

System: Atari

Description: This Atari virus infects
the boot block of floppy disks. When the
system is booted from an infected floppy
disk, the virus is copied from the boot
block into memory. It attaches itself to
the function getbpd so that every time
getbpd is called the virus is executed.
When executed, first the virus checks to
see if the disk in drive A is infected. If
not, the virus copies itself from memory
onto the boot sector of the uninfected
disk and initializes a counter. If the disk
is already infected the counter is incre-
mented. When the counter reaches a cer-
tain value the root directory and file
access tables for the disk are overwrit-
ten, making the disk unusable.

Genesis: Malicious: Replicating Trojan
horse (virus)

Time: During Operation

Place: Operating System: System Ini-
tialization
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