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Introduction (1)

n Too many people working with the internet,
trust doesn’t work anymore.

n Internet has no central authority, independent
networks “participate” and form the internet.

n Too many codes of ethics, no legislative basis
for punishing in the case of misuse.

n Malicious people will always exist.

n Trying to break into other computers is
“exciting”.
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Introduction (2)

n Internet is the network.

n Internet facilitates our daily life
(communication, shopping, banking, …).

n Internet changes the way of getting
information which we rely on.

n Millions of dollars are transferred daily over
the internet, … and counting.
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Introduction (3)

n Since we can’t get rid off wrongdoers, we
should make it harder for them.

n In order to develop security products for
computers, we need to know how crackers
work.

n Key words: observation, historical behavior,
current behavior, detecting differences.
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Network Security Monitor

n Network security monitor (NSM) works on a
broadcast LAN (Ethernet).

n Collecting and maintaining information of
normal network activity.

n Observing current network activity.

n Comparing current activity with historical
data.

n Real-time detection of possible security
violation.
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Collecting Information

n NSM works on one subnet.

n Broadcast property of this part of the network
enables a single NSM to access all the
network traffic in the subnet.

n NSM resides on one computer only.

n Basic level of operation: Measuring network
utilization and host-to-host activity.



December 8, 1999 Steffen Rost 8

System Model
n Host computers,

including file servers,
DNS, mail servers, …

n Hosts are connected
by an Ethernet.

n All packets transmitted
are available to all
hosts.

n LAN physically secure.
Internet
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Attack and Consequences

n Attacker establishes connection to the target

n Attacker exploits services offered by the hosts
(sendmail, DNS, routing, …).

n Key words: security holes, weakness of
systems caused by poor operating practices
of users / system administrators, or bugs in
system software.

n Lost / changed data, loss of system service
(computation power), loss of confidence.
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Concepts of the NSM (1)

n Four-dimensional matrix: source, destination,
service, Connection ID.
Each cell represents a unique connection
from a source to a destination by a specific
service, and contains the number (sum) of
packets passed through in a certain time
interval.

n Matrix saved to disk gives a mask or pattern
of usage.
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Concept of the NSM (2)
n Masks for normal traffic (which have been

generated previously) are compared to
current matrices. Detecting anything outside
the normal pattern is a possible intrusion /
misuse.

n Four-dimensional matrix is sparsely
populated, thus can be reduced. Saving
computation power.

n Reduction is done by grouping (by
source/destination/service, etc.)
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Concepts of the NSM (3)

n Current traffic matrix is compared to a set of
rules (which have been transformed into a
matrix-representation).

n No “normal-traffic-matrices” have to be
generated.

n Rules are not always applicable to the
grouped (reduced) matrix.
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Implementation (1)

n Built on a SUN Workstation.

n Five components:

Packet
Catcher

Parser
Matrix

Generator

Matrix
Analyzer

Matrix
Archiver
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Implementation (2)
n Packet Catcher collects bits into separate

Ethernet packets.

n Parser parses the layers of the protocol
(extracts information from each layer).

n Matrix Generator puts information into the 4D
matrix.

n Matrix Analyzer does the intrusion detection.

n Matrix Archiver saves the current traffic matrix
to disk.
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Implementation (3)

n Analysis:

n Reduction (grouping) affects the granularity of
the matrices.

Current data Data mask
(saved “normal”
traffic, or rule 
derived matrix)

Anomalous
data
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Results (1)

n Matrix could be extremely large (4-D) but
matrix is sparsely populated (determined by
observation).

n Most data was not Gaussian distributed, but
with eliminating traffic caused by the TCP
protocol (and other services) it could be
pushed closer to Gaussian distribution (Other
statistical methods need more data and
computation power).
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Results (2)

n Prototype examined current traffic after
adding a new connection and then at a five
minute interval.

n Compared current traffic against mean,
variance, and some other values of a stored
profile of the connection examined.

n Probabilistic (mostly Gaussian) intrusion
detection was used.
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Results (3)

n Promising results.

n Mostly abuse of privileges.

n Problems occurred while hosts with open
connections suddenly went down.

n Potential intrusions where detected.

n Real-time detection was possible w/o loss of
performance.

n Hierarchical model (i.e. grouping) reduced
computational requirements drastically.
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Other approaches (1)
Intrusion Detection Systems (IDS) have in

general two approaches:

n Statistical comparison of a subject’s (user,
hosts, …) current parameters to a stored
profile of the subject’s normal behavior and
report significant deviations (anomaly
detection)

n Comparison of a subject’s current parameters
to rules describing an attack or penetration
(rule-based detection).
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Other approaches (2) - HAYSTACK

n Reduces large (host) audit trails to short
summaries of user behavior, anomalous
events (“user1 tried to login as root”, …), and
security incidents.

n Applies some statistical measures (“user1
created much more files than last time”, …).

n Basically gives hints or hunches for the
Security Officer to do some further
investigation.
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Other approaches (3) - IDES

n IDES runs on its own system and processes
the audit data received from other systems.

n Use of historical profiles of activities.

n Complex statistical methods to detect
anomalous behavior.

n Expert system that encodes known intrusion
scenarios, known system vulnerabilities, and
security policies (rules).
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Other approaches (4) - NADIR

n Observes user activities over the network to a
mainframe computer.

n NADIR receives “raw” audit records of
network activity form special “ports”.

n Set of built-in expert rules for misuse
detection are applied to audit records and
levels-of-interest for each rule and user are
assigned, further investigation by Security
Officer.
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Other approaches (5)

n DIDS: 15.12.1999

n NIDES: 12.01.2000
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Back to the NSM - critics (1)

n Monitoring of local environments only,
distributed monitoring (on more than one
subnet) is more complex.

n NSM has been tested in testbeds (small
department network) only. It needs to be
install in “real” settings to determine its
effectiveness.

n Rule-based approach wasn’t used at all
(problems with rules and grouping).
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Back to the NSM - critics (2)
n Attacks need to leave a characteristic trace.

Subtle attacks probably won’t (inherent to all
“anomaly detection” ISDs).

n NSM does not work on “star” networks (like
100 MBit Ethernet).

n Paper gives no statistical numbers of
detected break-ins, false-positive, … (only
vague terms - “some”, “on a few occasions”,
“in general” were given),

n Non-commercial, solely scientific study.
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